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ABSTRACT

Savings and credit cooperative societies in
Kenya are riddled with cyber-attacks.
Despite the warning on the increase in
cyberattacks most of these SACCOs are not
cyber ready this, therefore, raises doubts on
their ability to keep customer data safe. The
purpose of carrying out this study was to
establish the factors that influence SACCO’s
ability to detect, prevent and respond to
threats. The aim of this study was to
determine how factors such as staff training
and awareness on cybersecurity,
cybersecurity policies, top management
support, and technical and logical controls
influence cybersecurity readiness of deposit-
taking SACCOs. This study focused on
SACCOs within Nairobi County and the
target population was the 40 deposit-taking
SACCOs in Nairobi County. Respondents
were obtained from the ICT department, top
management, and  customer  service
despartment of the SACCOs, the selection
of the respondents was done randomly. The
instruments that were used were self-
administered questionnaires and a census of
all the SACCOs was conducted. Secondary
data was be obtained from SASRA’s reports
and other relevant publications in referred
journals. The collected data was coded and
analyzed quantitatively (frequencies and
percentages) as well as statistical inferential
(regression analysis). This study also used

INTRODUCTION

the Pearson correlation and analysis of
variance (ANOVA) to determine whether
the independent variables had a combined
effect on the dependent variable. The
analyzed data was presented in tables,
findings discussed, conclusions drawn, and
policy implications outlined. The findings of
the study revealed that there is a positive and
significant  correlation  between  staff
training, top management support, technical
and logical controls and cybersecurity
readiness The study also concluded that
effective training programs aimed to
enlighten the staff on cybersecurity issues
are an important ingredient for cybersecurity
readiness in deposit-taking SACCOs. It was
also concluded that an organization with
efficient and updated cybersecurity policies
are ready to handle all cybersecurity issues
including preventing them from occurring
and that top management needs to prioritize
and enact policies that will protect the
organization’s assets and they need to
embody cybersecurity into their long-term
strategy. The study recommended that more
training programs are organized regularly;
cybersecurity policies should be reviewed
and updated regularly, and top management
support and technical and logical controls
should be maintained alongside other factors
to enhance cybersecurity readiness.

Key words: cybersecurity readiness, deposit
taking, savings and credit cooperatives,
Nairobi County

Savings and Credit Cooperative Societies (SACCOs) are voluntary financial institutions owned
and controlled by their members and operated for the purpose of providing credit at low-interest
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rates, promoting savings and providing other non-financial services to its members (Waweru,
2011). Today SACCOs are one of the largest financial institutions addressing the needs of all
people from different backgrounds (FAO, 2018). The first SACCO in Kenya was Lumbwa
cooperative which was formed by European farmers in 1908 with the goal of supporting
agricultural activities and products to take advantage of economies of scale (Ministry of industry,
trade, and Cooperatives, 2014). The first cooperatives were registered as companies and only
became registered as co-operatives in 1931 when the first co-operative was promulgated and
they were predominantly marketing oriented and auxiliary focused (Ministry of industry, trade,
and cooperatives, 2014). By 1999 more than seven thousand cooperatives had been registered in
Kenya. In recognition of the growing importance and sophistication of SACCOs, a SACCO
Societies’ Act was enacted in 2008 to pave way for vigorous enforcement of prudential standards
for SACCOs with front office services activities (FOSAs). This gave rise to the SACCO
Regulatory Authority (SASRA) the body charged with the responsibility of regulating deposit-
taking SACCOs (Ministry of industry trade and cooperatives, 2014). Information
Communication and Technology (ICT) drives businesses in a fast-paced world, where customer
satisfaction and competitiveness are measured by convenience, speed of service delivery,
efficiency, and cost-effectiveness (Cumby, 2006). Financial institutions have also been
revolutionized by ICT especially the internet through electronic financing. Gary (2006) insisted
that SACCOs must turn to e-marketing in order to cope with the current demand to meet the
client’s expectations and establish long-lasting relationships with their customers. By integrating
ICT into their business strategies SACCOs can improve acquisition and retention of customers.

Cybersecurity is the collective application of strategies, security measures, threats administration
tactics, training, paramount practices, assurance and expertise that can be used to guard the
information system, organization and all related assets (International Communication Union,
2004). Cybersecurity readiness refers to the ability of an organization to detect and effectively
respond to computer security intrusions and breaches, theft of data and intellectual property,
phishing attacks, and malware attacks from both outside and inside the network (Sullivan, 2016).
As cited by Richmond (2017) organizations need not worry about when they will be breached
but rather whether they are adequately prepared to detect attacks, quickly recognize a breach,
effectively remediate and accurately assess the damage. Cybersecurity readiness shows an
organization’s behaviors, practices, and processes towards managing risk, having efficient
cybersecurity controls, training employees on cyber risks and detecting and responding to
threats.

Most African countries have become totally dependent on ICT. Governments have introduced e-
government in order to improve service delivery to its citizens. Africa has recorded a very high
rate of cybercrime with a total cybercrime cost of 895 million US dollars in 2016 and financial
institutions are most affected by cybercrime (Serianu, 2016). Serianu (2017) surveyed banks and
financial institutions from ten African countries and found out that these financial institutions
lost a combined total of 248 million US dollars with governments losing 204 million US dollars.
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The highest threats for financial institutions came from banking malware, insider threats, and
Automated Teller Machine (ATM) skimming. Majority of organizations in Africa are not
prepared to address cybersecurity threats this is due to the lack of skilled professionals,
inadequate budgets and the lack of visibility within the organization. Countries such as South
Africa saw an increase in cybercrime. According to the South African Banking Risk Information
Centre (2018), South Africa loses 152.6 million US dollars a year to cyber attacks this; therefore,
makes South Africa have the third-highest number of cybercrime victims worldwide.

Africa as a whole has a shortage of experienced and qualified professionals with the relevant
skill required to support cybersecurity in organizations. Specialists in cybersecurity choose to be
mobile and most of them opt to move to first world countries (Signe & Signe, 2018). African
organizations, therefore, need to invest heavily on developing skills of its technical personnel
involved in cybersecurity; they should also come up with strategies on how they can retain top
talent.

Over the past decade, Kenya has experienced tremendous growth in the use of Information
Communication Technologies (ICT). The growth of systems such as Mpesa which is widely used
as an alternative to transact has made money transfer quicker, cheaper and reliable over greater
distances. Kenya has been at the forefront of establishing the necessary cybersecurity governance
framework for the country, recently the country introduced the Computer Misuse and
Cybercrimes Act, 2018 which is expected to restrain cybercrimes and any other computer-related
crimes. The law enables timely detection, prohibition, response, and investigation of cybercrime.
Despite having the necessary cybersecurity laws in place computer-related offenses are still
soaring. According to Serianu (2017), the estimated cost of cybercrime in Kenya soared to 210
million US dollars in 2017. Systems such as mobile money in Kenya have experienced various
attacks through social engineering, account personifications and use of malware.

Adversaries are now exploiting the weak security controls around the mobile money platform to
steal from unsuspecting subscribers. The National ICT policy (2016) highlights the strategies on
how to improve cybersecurity in the country; however, challenges such as lack of skills, lack of
information security awareness and a culture that fosters the adoption of internet security hinder
effective cybersecurity readiness of organizations within the country. Most organizations don’t
budget for training and awareness of their staff. The lack of employee training and awareness has
increased the organization’s vulnerability to attacks.

According to ITU (2018) Kenya ranks second in Africa in the global cybersecurity index, Kenya
has set a good example of cooperation and collaboration through the establishment of National
Kenya Computer Incident Response Team Coordination Centre (National KECIRT/CC). The
CIRT in Kenya collaborates with ISPs, education institutions and financial institutions.
Regionally it works with other CIRTSs through the East African Communications institutions, and
internationally the CIRT liaises with organizations such as ITU and other countries such as the
United States and Japan and others. According to TESPOK (2016), the most attacked sector in
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Kenya is the telecommunications industry due to misconfigurations of the security technologies
and the network this leads to denial of service to providers. The country has also experienced an
increase in the amount of malicious mobile applications that circulate in legitimate third-party
sites and app stores. The government through the Communications Authority of Kenya (CAK)
has been keen on the dissemination of security advisories immediately vulnerabilities are
announced; this has acted as a preventative measure for organizations within the country towards
cyber-attacks.

Most organizations in Kenya are unprepared and not fully equipped to respond and deal with the
number of evolving sophisticated cybersecurity threats (Serianu, 2016). Even though regulators
such as Central Bank of Kenya (CBK) and Insurance regulatory authority (IRA) have provided
guidelines to address information security issues, these initiatives cannot be enough to dissuade
cybercrime, organizations need to ensure that they train their employees and also need to
institute practices needed to protect their critical infrastructure.

STATEMENT OF THE PROBLEM

Increased organizational dependence on ICT has led to a corresponding increase in the effect of
ICT security abuses (Kankanhalli et al., 2003). SACCOs have become an easy target to cyber-
attacks such as malware attacks, ransomware attacks, data breaches, abuse of privileged access,
critical data manipulation and email phishing attacks. Despite warnings of the increase in the
number of threats afflicting organizations seventy-three percent of organizations face major
drawbacks in terms of cybersecurity readiness (Hiscox, 2018). Serianu (2018) found out that
majority of the SACCOs in Kenya are underprepared for the surge in new sophisticated malware
and advanced persistent threats (APTs). SACCOs continue to fall victim of a variety of cyber-
attacks; malware infections, crypto-jacking, banking trojans such as emotet, denial of service,
ransomware, social engineering, and phishing scams. The number of SACCOs that have fallen
prey to cybercriminals has increased (Mwitari, 2018). These cybercriminals either act as alone or
with malicious employees within the SACCO. The effects of these attacks include financial
losses, a decline in market share, loss of reputation and customer trust (Reid, 2018). Very few
studies have been done in the context of cybersecurity readiness in deposit-taking SACCOs in
Kenya. This study sought to establish the factors that influence cybersecurity readiness in
deposit-taking SACCOs.

GENERAL OBJECTIVE

The general objective of the study was to determine factors influencing cybersecurity readiness
in deposit-taking SACCOs.
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SPECIFIC OBJECTIVES

1. To determine the influence of staff training and awareness on cybersecurity readiness in
deposit-taking SACCOs

2. To determine the influence of cybersecurity policies on cybersecurity readiness in
deposit-taking SACCOs

3. To determine the influence of top management support on cybersecurity readiness in
deposit-taking SACCOs

4. To determine the influence of technical and logical security controls on cybersecurity
readiness in deposit-taking SACCOs

THEORETICAL FRAMEWORK

A theoretical framework is a collection of interrelated concepts that can be used to direct
research with the purpose of predicting and explaining the results of the research (LeCompte &
Preissle, 1993). Theoretical frameworks have a predictive value, which helps the researcher to
make logical predictions and thus ask relevant research questions. In addition to their
explanatory power, theoretical frameworks have predictive value, which helps researchers to
make logical predictions and thus ask appropriate research questions (Wellington, 2000).

Activity Theory

The activity theory was pioneered by Lev Vygotsky, Sergei Rubinstein, and Alexei Leont’ev.
According to Vygotsky (1978), human beings do not act directly with the environment but by
means of mediating factors such as environment, culture, history of a person, motivations,
artifacts, and complexity of real-life activities. Engstrom (1987) contributed to this theory and
proposed that activity consists of components including subjects, objects, and the community,
tools (the artifacts), rules and the division of labor. The main goal of human activity is to
produce certain artifacts in order to transform it into certain outcomes. In order to achieve an
outcome, subjects share tools with a division of labor in order to achieve an objective. The
activities are arbitrated with the rules and regulations of the community and environment that
draws the limits in which the activities should be performed (Kuutti, 1995). Show (2007) applied
the activity theory to the context of information security by examining the contextual and
systemic contradictions that non-technical staff experience. The impact of social and cultural
factors on occurrences of security breaches, which are as a result of non-compliance and
normalized carelessness with policies and procedures, may be revealed as symptomatic of
tensions and systemic contradictions. Applying this theory to our study security factors such as
policies influence how employees respond to cybersecurity threats such as how non-technical
staff manages customer records and confidential information, also how they respond to social
engineering scams and phishing emails.
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Protection Motivation Theory

Rogers (1975) proposed the protection motivation theory in order to understand fear appeals and
how people cope with them. The theory suggests that the perceived severity of a threat, the
probability of the occurrence of a threat, and the effectiveness of a protective response can cause
a cognitive mediation process in an individual who is motivated to protect themselves from the
potential threat (Chenoweth et al., 2009). According to the theory, there are two cognitive
processes encouraging people to participate in actual protection behavior; threat appraisal and
coping appraisal (Rogers, 1983). The threat appraisal consists of perceived severity and
perceived vulnerability of a situation. Perceived vulnerability is the subjective perception an
individual believes the possibility of a threatening incident happening to him or her. Hence, the
likelihood of adopting the necessary protection increases when a person perceives he or she will
experience higher vulnerability (Lee, 2008). Perceived severity refers to the magnitude of the
consequences of an incident if the threat succeeds (Milne et al., 2000). The consequences may
include damage to the organization’s reputation, identity theft, compromise and leakage of
customers’ data and financial records. The more an individual perceives the threat can
significantly damage them, and their organization and their customers, the individual is more
likely to be concerned about information security (Herath & Rao, 2009).

A coping appraisal consists of response costs, self-efficacy response efficacy. Self-efficacy refers
to a belief in one’s ability to perform a recommended task. When an individual believes she or he
has the skills to perform a specific task, the individual will take the necessary action (Lee et al.,
2008). Using the protection motivation theory, the authors suggested that self-efficacy can be a
predictor of behaving with the intention to implement virus protection in order to improve
information security. Chenoweth et al., (2009) described response efficacy as the belief that the
recommended response will be effective in reducing the risk. Whilst response cost affiliated with
various types of costs entailed in the recommended behavior (for example time, cognitive effort).
Applying this theory to our study, organizations need to educate employees on the information
security risks and dangers of using weak passwords and giving out customer data is an effective
way to reduce cyber-attacks and prevent data loss. Professional training of technical staff on how
to prevent, anticipate, respond and set up technical controls minimizes risk to cyber-attacks
within the organization.

Social Cognitive Theory

Social Cognitive Theory (SCT) is mainly used in education and psychology, this theory proposes
that parts of an individual’s knowledge acquisition can be directly correlated to observing others.
Bandura (1986) further advanced this theory as an extension of his social learning theory. This
theory revolves around the process of learning directly or acquiring knowledge correlated to the
observation models such as media sources, an individual has the freedom to choose the
environment in which they exist in addition to being affected by the environment (Compeau &
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Higgins, 1995). Moreover, both behaviors in a given situation and the environment influence
each other. Finally, the behavior is affected by cognitive and personal traits. Bandura (1986)
introduced self-efficacy as a major cognitive force guiding individual behavior. He defined self-
efficacy is a person’s judgment of their capabilities to perform a task. Self-efficacy beliefs act as
a crucial set of proximal determinants of human motivation and action. The context of
Information Technology (IT), the research suggests that individuals who possess high self-
efficacy toward IT use IT more frequently (Compeau, Higgins, & Huff, 1999). This theory is
relevant to our study since it elaborates how a judgment of one’s ability to tackle a problem such
as how to respond to fraudsters requesting for customer’s information and not opening emails
from unknown senders influences cybersecurity within their organization.

Integrated Systems Theory

Hong et al.,, (2003) proposed the integrated systems theory. This theory incorporates
cybersecurity policy, contingency management, risk management, information auditing, and
internal control theories. The contingency management entails managing the interaction between
environmental variables such as security threats and managerial variables to achieve
organizational objectives (Lee et al., 1982). This theory incorporates a sequential process which
originates from security policy theory, risk management, internal control (which includes
personnel security control, systems and network security control and business continuity
management) and information auditing. This theory views cybersecurity as a function of all those
components. Applying this theory to our study organizations need to have the necessary security
controls in their environment and being able to manage risks that arise from vulnerabilities that
occur from poor configurations and poor security controls. This theory also highlights the
importance of top management being involved in formulating cybersecurity policies, establishing
security strategies and fostering a security culture within the organization.

EMPIRICAL REVIEW
Staff training and awareness on cybersecurity

The human factor is a major factor of cybersecurity. Changing user behavior changes the
organization’s security culture. According to ACS (2018), staff training and awareness is a key
pillar of cybersecurity readiness, individuals can be an attack vector through social engineering
and everybody within an organization should be responsible for ensuring that cybersecurity best
practices are carried out. Staff education should be done regularly and materials should be
updated as new threats arise. Employees have been identified as an important factor empowering
cybersecurity within the organization because security incidents most often are the result of
employees’ lack of awareness of the organization’s information security policies and procedures
(Hansche, 2002; Mitnick, 2003). Ponemon Institute (2012) conducted a study on the state of
small business’s cybersecurity readiness in the United Kingdom. The study recognized
compliance to regulations and laws was critical for the small businesses that were surveyed; the
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study also found out that one of the barriers to achieving cybersecurity readiness in those
organizations was lack of in-house skilled staff or expert personnel.

Aloul (2012) noted that phishing attacks in the United Arab Emirates (UAE) were on the rise, he
noted that many individuals fall for phishing scams due to the lack of knowledge on how to
recognize a phishing email, this, therefore, puts the organization’s data at risk. He suggested that
general user education was an important approach to fight phishing scams. Catota et al., (2018)
established that the barriers that prevent Ecuadorian financial institutions from properly
responding to security incidences include the lack of awareness and training. They suggested that
executive managers need to be educated about observing security; they need to be made aware of
the policies guiding the use of their own personal devices within the corporate network. Jaatun et
al., (2007) found out that personnel involved in project implementation focused too much on the
technology at the expense of human factors, the researchers found out that failure to promptly
detect and respond to cybersecurity incidences was due to the lack of situational awareness of
various virus threats and lack of scenario training on handling virus and worms attacks within the
organizations.

Musuva et al., (2015) found out that one of the gaps in cybersecurity was employee training and
awareness and technical training of technical personnel. They noted that most technical staff
within organizations combined cybersecurity roles with IT roles, these individuals are
overloaded with other tasks within the organization and lack the necessary skill set to handle
cybersecurity incidents. They also found out that the consequence of a lack of employee training
was that the organizations were not cyber prepared to deal with cybersecurity incidences. The
researcher, therefore, intended to determine how training and awareness of information security
risks influences cybersecurity readiness in SACCOs.

Cybersecurity Policies

NIST (2019) defines a cybersecurity policy as a collection of regulations, directives, rules and
best practices that give guidance on how organizations should protect their critical infrastructure
and critical data. Policies offer procedural instructions for employees and workers to follow
should an incident arise. Ndung’u and Kandel (2015) argued that the policies must be well
communicated to all concerned personnel. The researchers found out that having a security
policy was crucial since it fully engages employees to participate in safeguarding the
organization’s data and decreases the risk of a security breach caused by the human factor.
Kamariza (2017) noted that the lack of cybersecurity policy in an organization puts the
organization at high risk. This implies that the organization has a less understanding of its most
sensitive data and information. This also implies that the organization does not have a strong
awareness regarding possible vulnerabilities and how to respond in the event of a cyberattack on
the organization.

Raikonen (2017) deduced that clearly documented policies and proper communication of these
policies are important to employees committing to adhering to cybersecurity policies and
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procedures in order to ensure that the organization’s assets are safe. He also noted that the lack of
knowledge on cybersecurity policies affected employee’s compliance with cybersecurity policies
hence putting the organization at risk. Cybersecurity policy has been called the precondition to
implement all effective security deterrents Straub (1990) and may be more vital to reducing
computer crime than devices like firewalls and intrusion detection systems (Buss & Salerno,
1984).

Antwi-Bekoe and Nimako (2012) suggested that it is important for the management in an
organization to obtain feedback on user awareness on cybersecurity best practices in order to
develop strategies towards ensuring the effectiveness of the policy. They suggested that any
organization that has a cybersecurity policy regarding the securing the organization's systems
and data should occasionally get feedback on how well the end-users of the systems are aware of
the issues likely to compromise the organization computer systems and how well they adhere to
the policy.

Top Management Support

The Ponemon Institute (2012) conducted a study on the state of small business’s cybersecurity
readiness in the United Kingdom. The study found out that one of the barriers for organization’s
cybersecurity readiness was the lack of monitoring of end-users; it is the role of senior
management to monitor users and ensure those cybersecurity policies are adhered to. Jasperson
et al., (2002) conducted a meta-analysis postulated about top management support. The authors
postulated that top management’s failure to exercise formal authority especially on information
security policies leads to an influencing behavior by subordinates. Dutta and McCrohan (2002)
stated that effective organizational cybersecurity does not start with antivirus software or
firewalls, but with top management. Knapp et al., (2006) suggested top management plays an
important role in cybersecurity readiness by supporting employees training, promoting a
security-aware culture, and insisting on the compliance of security policies by staff. Kankanhalli
et al., (2008) suggested that organizations with top management support were found to engage in
more preventive efforts than organizations with weaker support from top management. This
support leads to the success of information effectiveness and a reduction in the cybersecurity
risk.

Antwi-Bekoe and Nimako, (2012) conducted a research on computer security awareness and
vulnerabilities; they found out that low awareness levels of management regarding the security
risks involved resulted in a higher vulnerability of the organization. Barton et al., (2016) deduced
that top management commitment alone does not assure effective risk management, however it is
crucial for the implementation of security technologies, enforcement, and compliance with
cybersecurity policies within the organization. Catota et al., (2018) found out that the barriers
that Ecuadorian financial institutions face that prevent them from properly respond to security
incidences were low budget; the low budget affects the number of security controls that were
implemented within the organizations. They suggested that executive managers need to be

166 |Page



International Academic Journal of Information Systems and Technology | Volume 2, Issue 1, pp. 157-182

educated about the importance of protecting the organization’s data and they need to be
convinced to invest in security technologies in order to improve threat detection. Therefore, the
study sought to assess how top management support impacts cybersecurity readiness in
SACCOs.

Technical and Logical Security Controls

Ponemon Institute (2012) conducted a study on the state of small business’s cybersecurity
readiness in the United Kingdom. The study found out that one of the barriers for an
organization’s cybersecurity readiness was insufficient technology resources. Organizations that
lacked the necessary technologies had experienced more cyber-attacks. Catota et al., (2018)
conducted a research on the cybersecurity incident response capabilities in the Ecuadorian
financial sector and found out that one of the barriers that Ecuadorian financial institutions face
that prevents them from properly responding to security was inadequate security controls and
lack of technologies.

Bernik and Prislan, (2016) conducted a study with the aim of measuring information security
performance within organizations. The authors found out that technical and logical control were
key success element to ensuring that an organization has the right security posture thereby being
prepared to prevent, detect and respond to threats. The researchers went further and
recommended that cybersecurity needs to evolve systematically and that the beginning steps
should include technical, logical security controls to ensure that organizations are able to
effectively respond to security incidences.

Bonnevier and Heimlen, (2018) conducted a study on the role of firewalls in network security
and found out that most firewalls configurations did not match the organization's security
policies and some organizations did not have any configurations set on the firewalls. Most
firewalls lack configurations due to the poor understanding of the organization's policies or lack
of organizational policies for firewalls. Generally, if a firewall allows an unauthorized agent to
access internal systems or information, it should most likely be considered to lead to information
security risk because malicious networks are accessed by the user and are undetected by the
firewall.

RESEARCH METHODOLOGY
Research Design

A research design is an overall strategy for conducting the research. A research design integrates
the different components of the study in a logical and cohesive manner; it constitutes the layout
for the collection, measurement, and analysis of data (DeVaus, 2001). This study adopted a
descriptive research design. According to Kothari (2004), a descriptive research study is one that
is concerned with describing the characteristics of an individual or a group. This study used a
descriptive research design since it allows for an in-depth study of the subject matter in a
quantitative aspect of the overall research. This design enabled the researcher to gain the
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information required since the intention of the study was to assess, understand and gain
knowledge and insight on the factors that influence cybersecurity readiness in deposit-taking
SACCOs.

Target Population

The target population is the entire accumulation of respondents that meet the designated set of
criteria and from which the study population is drawn from (Tabachnick & Fidel, 2013).
According to SASRA (2018), there are 40 licensed deposit-taking SACCOs in Nairobi County;
therefore, the target population consisted of a census of all the 40 licensed deposit-taking
SACCOs in Nairobi County. The respondents of this research proposal were employees from all
the 40 deposit-taking SACCOs. The respondents of this study comprised of 1 ICT department
staff, 1 top manager and 1 customer service department staff. The population targeted was the
employees responsible for the implementation of cybersecurity policies, provision of technical
support and responding to incidences and interacting with customer data. The total study
population was 120. The respondents were selected randomly.

Sample Frame

A sampling frame is a list, index or a directory of cases from which a sample can be selected.
Subjects selected from the sampling frame form the units of observation (Mugenda & Mugenda,
2010). A sample size of more than 10% is a relatively good representation for the descriptive
survey in a relatively big population (Mugenda & Mugenda, 2003). The sampling frame for the
study was 40 deposit-taking SACCOs in Nairobi County.

Sampling Technique and Sample Size

Borg and Gall (2007) define a sample as a subgroup carefully selected so as to be a
representative of the whole population with the relevant characteristic. The authors also define
sampling as the process of selecting a number of individuals in such a way that they represent the
large group from which they were selected. For this research, a census was conducted in all the
nine sub-counties where all the SACCOs in each sub-county participated. A census enables a
complete enumeration of all items in the population (Oso & Onen, 2009).

Data Collection Instruments

The main data collection instrument that was used in this study was the questionnaire. This study
used both primary and secondary data. Questionnaires were used for collecting primary data.
Primary data was, therefore, collected directly from first-hand experience (Davis, 2018).
Questionnaires provide an efficient way of collecting responses from a large sample prior to
quantitative analysis (Saunders et al., 2000). The questionnaire was divided into seven main
sections of investigation. The first section captured the demographic characteristics of the
respondents. The next six sections focused on information relating to the key objectives of the
study which included: staff training and awareness, cybersecurity policies, top management
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support, and technical and logical security controls and how they influence cybersecurity
readiness of deposit-taking SACCOs. The questionnaire was self-administered. The
questionnaires had close-ended items and open-ended items. Responses to closed-ended
questions were elicited on a 5-point Likert scale with 1 signifying strongly disagree, 2-disagree,
3 undecided, 4-agree and 5-strongly agree. Secondary data came from SASRA’s Reports and
publications and referred journals.

Data Collection Procedure

Prior to the commencement of data collection, the researcher obtained all the necessary
documents, including an introduction letter to the SACCOs. The researcher explained the
purpose of the study to the audience. Upon getting clearance, the researcher distributed the
questionnaire in person to the respondents which was required to be filled within the agreed
schedule. Use of questionnaires was expected to ease the process of data collection as all the
selected respondents are reached in time. During the distribution of the instruments, the purpose
of the research was explained by the researcher.

Data Analysis and presentation

Data analysis was conducted according to the research objectives. Before processing the
responses, data preparation was done on the completed questionnaires. This involved screening
and cleaning the data. Data was also edited to check for outliers and to clear out any data points
that may hinder the accuracy of the results. Lastly, data was coded to enable responses to be
grouped into categories. Data collected was analyzed by both descriptive and inferential
statistics. Descriptive analysis methods such as measures of central tendency like mean and
measures of dispersion such as standard deviation, as well as percentages were used in this study.
Data analysis also used SPSS to generate quantitative reports which was presented in the form of
a table, pie charts, and bar graphs. The researcher used multiple regression analysis to establish
the relationship between the independent and dependent variables. This study also used the
Pearson correlation and Analysis of Variance (ANOVA) to determine whether the independent
variables had a combined effect on the dependent variable. The researcher used the following
multiple regression analysis model. The model below was used to determine how cybersecurity
readiness in SACCO:s is influenced by the identified factors.

Y=Bo+ P X+ P Xo+ B3 Xs+PsXs+e

Where: Y= Cybersecurity readiness; o = Constant; B1, B2, Bs, B4 = Regression coefficients; X;=
Staff training and awareness; X, - Cybersecurity policies; X3= Top management support;
X4= Technical and logical security controls; ¢ = Error term

RESEARCH RESULTS
The general objective of this study was to determine the factors influencing cybersecurity

readiness in deposit taking SACCOs, the study focused on deposit taking SACCOs within

169|Page



International Academic Journal of Information Systems and Technology | Volume 2, Issue 1, pp. 157-182

Nairobi county. This study sought to examine the factors that influence cybersecurity readiness
in deposit-taking SACCOs. The four specific objectives for the study were to determine the
influence of staff training and awareness, cybersecurity policies, top management support and
technical and logical security controls on cybersecurity readiness in deposit-taking SACCOs.

Staff Training and Awareness

Human beings are considered to be weakest link in cybersecurity. Staff training and awareness is
key in equipping employees with the knowledge they need to protect themselves from
cybercrime elements such as social engineering. The findings of the study revealed that a high
proportion of the SACCOs do not organize training and awareness sessions in relation to
cybersecurity for their staff. However, those SACCOs that organize the training and awareness
sessions do so annually. The study further revealed that most of the SACCOs do not train their
staff on cybersecurity risks and threats as well as how they should handle various risks such
phishing attacks. The study also disclosed that some of the SACCOs do not train their employees
on cybersecurity policies and bests practices while a few of them do. The study found that most
of the SACCOs offer professional training opportunities to their technical personnel, but quite a
number of SACCOs do not. However, the majority of the SACCOs indicated that ICT staff
within their SACCOs have been trained on how to use and manage the security technologies that
have been implemented within the organization. Further, the results of regression and correlation
analysis revealed that there is a positive and significant correlation between staff training and
cybersecurity readiness. This implies that an increase in staff training leads to a significant
increase in cybersecurity readiness. In fact, staff training was found to be the most significant
variable in the study.

Cybersecurity Policies

The results of the study indicated that the majority of the SACCOs have a formulated ICT
security policy in place. It was also found that the ICT policy was not available and accessible to
the majority of the respondents. This is perhaps because the issues of ICT security are solely
handled by the ICT department, who are allowed access to information security. The employees
who access the cybersecurity policy do so through a shared folder or the intranet. In most
SACCOs, the cybersecurity policy is regularly reviewed and updated. However, most of the
respondents indicated that they are not regularly trained and there is no proper communication
whenever changes are made to the cybersecurity policy. It was also evident that the current
policy is fully implemented. The results of regression and correlation analysis revealed that there
is a positive and significant correlation between cybersecurity policies and cybersecurity
readiness. This implies an improvement in cybersecurity policies leads to improved
cybersecurity readiness.
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Top Management Support

The results indicated that most of the top management in various SACCOs allocate ICT budget
of 35% and below. The majority of the respondents indicated that the top management is actively
involved in security awareness sessions within the SACCOs. However, the results revealed that
in most SACCOs, discussions involving cybersecurity are not considered a top priority and are
not discussed in management meetings. This can be attributed management’s perception of
cybersecurity as a technical issue, therefore there needs to be more cybersecurity awareness
among top managers. It was further revealed that SACCOs did not have personnel solely
employed to managed cybersecurity, it was either the systems administrator or the ICT officer’s
job to deal with cybersecurity. In some SACCOs, the senior management is actively involved in
monitoring cybersecurity progress, but this is not the case in the majority of the SACCOs.
Besides, most SACCOs include cybersecurity in their long-term strategy. The correlation and
regression results revealed that there is a significant positive correlation between top
management support and cybersecurity readiness. This implies that an increase in top
management support leads to a significant increase in cybersecurity readiness.

Technical and Logical Security Controls

The results of the study indicated that the majority of the SACCOs occasionally review the
configurations on the security technologies. Most of the organizations do not have cybersecurity
policies for the security technologies that have been implemented within the organization. It was
also revealed that in most SACCOs, the ICT personnel are not capable of configuring the
security technologies to prevent and detect threats. Most of the security technologies settings are
left on default. This can be attributed to the fact that most SACCOs do not have well qualified
staff solely employed to handle cybersecurity issues. The majority of the respondents agreed that
the permissions to their organization’s systems such as ERP and the core banking system are
restricted to their core responsibilities such that they cannot perform incompatible functions or
functions beyond their responsibilities. The correlation and regression results revealed that there
IS a significant positive correlation between technical and logical security controls and
cybersecurity readiness. This implies that an increase in top management support leads to a
significant increase in cybersecurity readiness.

Cybersecurity Readiness

The study established that the four objectives positively affected cybersecurity readiness of
deposit taking SACCOs. The findings indicated that, by putting into consideration the four
factors all indicators associated with cybersecurity readiness that is detection, response and
prevention will be boosted and this is a sentiment shared by some of the respondents. Majority of
the respondents indicated that their organizations were adequately prepared to detect, repond and
mitigate cyberattacks. However, it is important to note that there are other factors (38.9%) not
studied in this study that contribute to the cybersecurity readiness in SACCOs. Such factors may
include organizational culture among others.
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INFERENTIAL STATISTICS

The study used Pearson’s product-moment correlation analysis and multiple regressions to assess
the relationship between dependent and the independent variables. The data on cybersecurity
readiness, staff training and awareness, cybersecurity policies, top management support and
technical and logical security controls were computed into single variables per every factor. The
Pearson’s correlations analysis was done at a 95% confidence interval and a 5% confidence level
2-tailed. The correlation matrix is presented in table 1.

Table 1: Correlation Analysis
CSR ST CSP TMS TLC

Pearson Correlation 1
CSR  Sig. (2-tailed)

N 100
Pearson Correlation .279" 1
ST Sig. (2-tailed) .005
N 100 100
Pearson Correlation  .226" 490” 1
CSP  Sig. (2-tailed) 024 000
N 100 100 100
Pearson Correlation 026%* 074 .318™ 1
TMS  Sig. (2-tailed) .006 464 .001
N 100 100 100 100
Pearson Correlation .134 -.076 112 -.020 1
TLC  Sig. (2-tailed) 003 451 267 843
N 100 100 100 100 100

CSR=Cybersecurity Readiness; ST=Staff Training; CSP= Cybersecurity Policies; TMS= Top
Management Support; and TLC= Technical and Logical security controls

The findings revealed that there is a positive significant correlation between staff training and
cybersecurity readiness of magnitude 0.279, a positive significant correlation between
cybersecurity policies and cybersecurity readiness of magnitude 0.226, a significant positive
correlation between top management support and cybersecurity readiness of magnitude 0.026.
The findings also revealed that there exists a positive and significant correlation between
technical and logical security controls and cybersecurity readiness of magnitude 0.134.

Staff training, top management support and technical and logical security controls, and
cybersecurity policies showed a significant P-value (p<0.05) at 95% confidence level. The
significant values for the relationship between cybersecurity readiness, staff training and
awareness, cybersecurity policies, and technical and logical security controls were 0.005, 0.024,
0.006, and 0.003 respectively. This implies that technical and logical security controls was the
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most significant factor, followed by staff training and awareness, then followed by top
management support, and finally cybersecurity policies.

Table 2: Model Summary

Model R R Square Adjusted R Square Std. Error of the Estimate
1 .781° 611 576 2.69472

The result presented in the model summary revealed that the independent variables in this study
(cybersecurity readiness, staff training and awarenes, cybersecurity policies, top management
support and technical and logical security controls) explain 61.1% of the cybersecurity readiness
as represented by the R squared. This implies that there are other factors (38.9%) not studied in
this study that contributes to the cybersecurity readiness in SACCOs. Such factors may include
organization security culture among others.

Table 3: Analysis of Variance

Model Sum of Squares df Mean Square F Sig.
Regression  83.918 4 20.980 2.889 026"
1 Residual 689.842 95 7.261
Total 773.760 99

The significance value for the model is (P=0.026) which is less than 0.05 hence, the model is
statistically significant in predicting how staff training and awareness, cybersecurity policies, top
management support and technical and logical security controls influence cybersecurity
readiness. The F critical at 5% level of significance and 95% confidence is 2.31. Since F
calculated is greater than the F critical value = 2.889, this implies that the overall model was
significant.

Table 4: Coefficient of determination

Model Unstandardized Standardized T Sig.
Coefficients Coefficients
B Std. Error Beta
(Constant) 2.832 1.808 1.567 121
ST .226 105 243 2.146 .004
1 CSP 124 149 .099 834 .007
TMS .014 .057 .026 255 .029
TLC .210 145 142 1.441 .003

The outcome of the regression analysis presented in Table 4.18 produced a model equation as
follows:

Y =2.832+0.226 X; + 0.124 X, + 0.014 X3+ 0.210 X4 + ¢
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Cybersecurity Readiness = 2.832+ 0.226 Staff training & awareness + 0.124 Cybersecurity
Policies + 0.014 Top management support + 0.210 Technical & logical security controls + ¢

The first objective of the study was to determine the influence of staff training and awareness on
cybersecurity readiness in deposit-taking SACCOs. The regression results revealed that there is a
significant positive correlation between staff training and awareness on cybersecurity readiness
at p= 0.226; t = 2.146; and p = 0.004. Therefore, staff training and awareness positively
influences cybersecurity awareness; hence, an increase in staff training and awareness leads to be
an increased level of cybersecurity preparedness. The results of the regression equation revealed
that a unity increase in staff training and awareness lead to a 0.226 on cybersecurity readiness.
The findings supports previous studies. ACS (2018), that found that staff training and awareness
is a key pillar of cybersecurity readiness. Hansche (2002) and Mitnick, (2003) identified that
employees are an important factor empowering staff on cybersecurity issues is key because
security incidents most often are the result of employees’ lack of awareness of cybersecurity best
practices.

The second objective of the study was to determine the influence of cybersecurity policies on
cybersecurity readiness in deposit-taking SACCOs. The regression results revealed that there is a
significant positive correlation between cybersecurity policies and cybersecurity readiness at =
0.124; t = 0.834; and p = 0.007. Therefore, cybersecurity policies positively influences
cybersecurity readiness, hence an increase in cybersecurity policies leads to increased
cybersecurity readiness. The results of the regression equation revealed that a unity increase in
cybersecurity policies lead to a 0.124 increase on cybersecurity readiness. The results show the
importance of having a well-communicated policy on cybersecurity, which is in support of
findings by Ndung’u and Kandel (2015) who found that having a security policy was crucial
since it fully engages employees to participate in safeguarding the organization’s data and
decreases the risk of a security breach caused by the human factor. They further noted that the
policies must be well communicated to all concerned personnel.

The third objective of the study was to determine the influence of top management support on
cybersecurity readiness in deposit-taking SACCOs. The regression results revealed that there is a
significant positive correlation between top management support and cybersecurity readiness at
p= 0.014; t = 0.255; and p = 0.029. Therefore, top management support positively influences
cybersecurity readiness, hence, an increase in top management support leads to increased
cybersecurity readiness. The results of the regression equation revealed that a unity increase in
top management support leads to a 0.014 increase on cybersecurity readiness. The results are in
support to a previous study by Knapp et al., (2006) who noted that top management plays an
important role in cybersecurity readiness by supporting employees training, promoting a
security-aware culture, and insisting on the compliance of security policies by staff.

The fourth objective of the study was to determine the influence of technical and logical security
controls and cybersecurity readiness in deposit-taking SACCOs. The regression results revealed
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that there is a significant positive correlation between technical and logical security controls and
cybersecurity readiness at p= 0.210; t =1.441; and p = 0.003. Therefore, technical and logical
security controls positively influence cybersecurity readiness, hence, an increase in the number
of technical and logical security controls leads to increased cybersecurity readiness. The results
of the regression equation revealed that a unity increase in cybersecurity policies lead to a 0.210
increase on cybersecurity readiness. These findings support a previous study by Bernik and
Prislan, (2016) who found out that technical and logical control were key success element to
ensuring that an organization has the right security posture thereby being prepared to prevent,
detect and respond to threats.

CONCLUSIONS

Based on the findings of this study the research concluded staff training and awareness,
cybersecurity policies, top management support and technical and logical controls influence
cybersecurity readiness in deposit taking SACCOs. All the four variables have a positive impact
on cybersecurity readiness in deposit taking SACCOs. Staff training was found to be the most
significant factor that influences cybersecurity readiness in SACCOs. The study further
established that most of the staff were not trained this therefore acts as a loop hole for phishing
attacks and social engineering. In the event an adversary decides to exploit this loop hole and
sends and email attachment containing ransomware and an employee who has no proper training
opens this attachment, this will in turn risk the organization’s data being encrypted and critical
systems such servers will be inaccessible. Effective training programs need to be put in place in
order to ensure organizations are able to counter cyberattacks.

The study also found that cybersecurity policies is also significant factor that positively
influences cybersecurity readiness in deposit-taking savings and credit cooperative societies.
Although most of the organization had a cybersecurity policy in place most of the non-technical
staff were not able to access it. The study, therefore, concluded that an organization with
efficient and updated cybersecurity policies that are accessible and any change made are
effectively communicated to employees are ready to handle all cybersecurity issues is adequately
prepared to handle cybersecurity incidents.

The study revealed that top management in most organizations are actively involved in security
awareness sessions within the SACCOs but in their meetings, they do not give the issues of
cybersecurity top priority since they consider cybersecurity to be a technical issue. The study
concluded that top management support is a key pillar for cybersecurity readiness.

The study also found that technical and logical security controls have significant positive
influence cybersecurity readiness. Most of the respondents were of the opinion that access
controls have greatly contributed to a reduction of cybersecurity incidences especially when
combined with the right technical controls. This study therefore concluded that technical and
logical controls are important factors that positively influence cybersecurity readiness.
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RECOMMENDATIONS

Deposit-taking savings and credit cooperative societies may benefit from the findings of this
study. This study recommends that staff education should be done regularly and training
materials should be updated as new sophisticated malware arise. Human beings are considered to
be the weakest link and in order for organizations to be fully prepared to prevent cyber attacks
they need to ensure employees understand risks and threats that some of their actions may pose
and the best practices to follow in order to protect themselves online. In order to keep critical
customer data safe users handling customer data, need to be trained on how to recognize and
avoid common social engineering scams. This study further recommends that in order to be
prepared for cyberattacks technical personnel need to be trained in order to equip them with the
necessary skillset to deal with cybersecurity incidents. It is recommended to have an individual
or individuals that are solely employed to deal with cybersecurity. Having one technical staff that
deals with IT roles and cybersecurity roles may lead to the individual being overwhelmed with
other tasks within the organization.

The study recommends that the cybersecurity policy should be made available and accessible to
all employees. This study also recommends that employees should be regularly taken through
and trained on the cybersecurity policies and they need to be made aware of the possible
vulnerabilities and how to respond in the event of a cyberattack in the organization.
Disseminating proper knowledge of the cybersecurity policy to staff will ensure a high rate of
compliance to the policies. In order to deal with new and sophisticated malware it is
recommended that cybersecurity policies should be reviewed and updated regularly. Any updates
made should be properly communicated to employees in order to ensure employees commitment
to adhering to cybersecurity policies and procedures.

Top management needs to be actively involved in cybersecurity issues. A cyberattack may have
a direct and indirect effect on the organization’s growth. Top management needs to be sensitized
on the various losses the organization may incur in the event of a cyberattack. Such losses may
include brand reputation, loss of customer trust, financial loss in the event of ATM jackpotting in
organizations that have ATMs. They should also be educated on the importance of investing in
proper security technologies that aim to improve threat detection. Active participation of top
management on security issues sets in motion the proper security culture for the organization.
They therefore need to support every security programme within the organization and insist on
compliance of security policies.

Deposit taking SACCOs should heavily invest in various technical and logical controls in order
to ensure critical systems are well protected. Security should not be seen as a one size fits all and
organizations should focus on investing in various security technologies to deal with different
variants of malware that use different attack vectors. A firewall can not prevent leakage of
customer information by employees, however data loss prevention systems can prevent leakage
of customer information. Professional training of technical personnel should be done regularly.
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Most security technologies have complicated administration portals, staff that are in charge of
security need to be trained on every bit of the administration of thee portals, how to configure
certain policies such as blocking of devices or blocking sites. Most of the technical staff in these
organizations do not have adequate knowledge on cybersecurity therefore these organizations
should have an employee that is solely hired to handle cybersecurity issues. In order to have
proper configurations on security technologies it is crucial to have specific policies for various
security technologies that have been implemented within the organization. Such policies may
include blocking of specific sites or blocking, these policies will therefore give technical
personnel a roadmap on the configurations that need to be put in place on various security
technologies.

As the SACCOs regulator SASRA should also be actively involved in ensuring customer data is
protected. SASRA should come up with a framework on how SACCOs can implement training
programs and they should also make it mandatory for SACCOs to report cyberattacks to the
regulator in order to improve collaboration. This will in turn encourage intelligence sharing
which can help strengthen resilience and reactivity to sophisticated threats within the sector.

Finally, the study recommends that SACCOs should regularly conduct vulnerability assessments
and penetration tests in order to recognize major weakness in the organization’s systems,
ascertain how to allocate resources and enhance the security of applications and the
organization’s network as a whole.
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